MMAMSTKA §
JUISI OBYYAIOIIHUXCST OB HHO®OPMALIMOHHOM BE3OIIACHOCTH
NETEM

HEJIb351

1. Bcem mompsim cooOmaTh CBOIO YacTHYH HH(pOpMANuio (HACTOSIIHE WM,
dbamunuto, TenedoH, agpec, HOMep IIKOJIbI, a Takke ¢hoTorpaduu CBOU, CBOCH CEMbU U

npysen);

2. OTKpbIBaTh BJIOKEHHBIE (AMIIBI 3JIEKTPOHHOM NOYTHI, KOIJa HE 3Haellb
OTIIPABUTEIIS;

3. I'pyOutb, mpumupatbcsi, OKas3blBaTh JABJICHUE - BECTU ce0s HEBEKIUBO U
arpecCUBHO;

4. He pacnopsoxaiicsi JeHbraMu TBOEH ceMbU 0€3 pa3pelleHus CTaplIMX - BCErjaa
CIIpalllBai pOAUTEIIEH;

5. He Bctpeuatica ¢ IHTepHET-3HAKOMBIMHA B PEATBHOM KU3HU - TOCOBETYMCS CO
B3POCJIBIM, KOTOPOMY JIOBEPSCILb.

OCTOPOXHO

1. He Bce nmumryT npaBay. Yuraems o cebe Henpaay B MHTepHeTe - coolmm 00
9TOM CBOHIM POJIUTEIISIM UJTH OTIEKyHaM;

2. IlpurnamaroT mepenuchIBaThCS, UrpaTh, OOMEHUBATHCS - MPOBEPb, HET JIU
IIOJIBOXA;

3. Hezakonnoe xonupoBanue (aiisioB B UHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBaii B3pOCIIbIM O MpodJieMax B CETH - OHM BCEr/ia MOMOTYT;

5. Mcnonb3yit HaCTpOWKU 0€30MaCHOCTH M MPUBATHOCTU, YTOOBI HE OTEPATH CBOU
AKKayHTBI B COLICETSIX U APYTHX MOPTAJIaX.

MOXHO

1. YBaxaii qpyrux mnoyib30BaTeNe;

2. ITonp3yembess UHTEpHET-UCTOYHUKOM - JI€JIAN CCBUIKY HA HETO;
3. OTKpBIBal TOJIBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OOmartbest 32 MOMOIIBIO B3POCHBIM - POJMUTENH, OMEKYHbl U aIMUHHUCTpALUS
CalTOB BCErAa MOMOTYT;

5. Ilpoitam oOydenue Ha caiite "CeTeBMYOK" W MOJy4YM MacmopT IU(poBoro
rpaxkaaHuHa!



NHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIMXCS 1J151 PASMEIEHUS
HA O®PUIUAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM TOOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIbHUKH
OJIHM W3 CaMbIX aKTHBHBIX IOJIb30BaTelel PyHera. Mexay TeM, TOMHMO OTPOMHOTO
KOJIMYECTBAa BO3MOKHOCTEHM, MHTEPHET HeceT M MpoOjeMbl. JTa mHaMATKa JOJDKHA
IIOMOYE TeOe 0€30ITaCHO HAaXOIUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMmbroTepHbIii BUPYC - 3TO Pa3HOBHJIHOCTh KOMIBIOTEPHBIX IPOTPaMM,
OTJINYUTENBHOU OCOOEHHOCTBIO KOTOPOHM SIBJIIETCS CHOCOOHOCTh K pa3MHOXEHUIo. B
JOTIOJIHEHUE K 3TOMY, BHUPYChl MOT'YT MOBPEIUTH WM IOJTHOCTBEO YHUYTOXKUTH BCE
Gaiinbl W JaHHBIE, MOJKOHTPOJIbHBIE IOJIb30BATENl0, OT HMEHH KOTOpPOro Oblia
3amylleHa 3apaKeHHas NporpaMma, a TakKe IOBPEAWTh WM JaXKE€ YHUYTOXHUTH
ONEpAIlMOHHYI0 CHCTEMY CO BceMH (aiimamu B 11eioM. B OONbLIMHCTBE cllydaeB
PacpoCTPaHAIOTCS BUPYCHI UEPE3 HHTEPHET.

MCTOI[BI 3aIIUThI OT BpECAOHOCHBIX ITPOIrpaMM:

1. Ucnonb3yldi COBpPEMEHHBIE OIEPALIMOHHBIE CUCTEMBI, HUMEIOIIUE CEPHE3HBIN
YPOBEHb 3aIIUThI OT BPEIOHOCHBIX ITPOIPamMM;

2. llocrosHHO ycTaHaBnuBai@ madyTu (UMQPPOBBIE  3aIUIATKH, KOTOPbIE
ABTOMAaTUYECKM YCTAHABIMBAIOTCA C LENbI0 J0pabOTKM MpOrpaMMbl) U Jpyrue
OOHOBIIEHUsI CBOEW oOmeparMoHHON cucTteMbl. CKaunMBail MX TOJBKO C OQPHUIIUATHHOTO
caiita paspabotunka OC. Eciu cymecTByeT peXuM aBTOMATUYECKOTO OOHOBIICHMUS,
BKJIKOYH €rO0;

3. PabGoraii Ha cBoeM KOMIIbIOTEpE TMOJ[ TMpaBaMH TOJB30BATENsd, a He
aIMUHUCTpAaTOpa. OTO HE TIO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonp3yl  aHTUBUPYCHBIC  MPOTPAMMHBIE  TMPOIYKTHI  W3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpaanub PU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl TOCTOPOHHUX JIHIT,

6. Ucnonb3yil BHEUIHUE HOCUTENM WH(MOpMAIMKU, Takue Kak (Jelika, AUCK WIH
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTKkpbiBaii KOMIBIOTEpHbIE (alibl, TOJYyYEHHbIE W3 HEHAJCKHbIX
UCTOYHUKOB. Jlaxke Te ailnbl, KOTOpble MpHUCHal TBOW 3HAKOMbIM. Jlydiie yTounu y
HETO0, OTIPABIISLI JIU OH TEOE UX.

Ceru WI-FI



Wi-Fi - 310 He BHMI mepejaud JaHHBIX, HE TEXHOJOTHs, a BCEro JIUIIb OpEH],
mapka. Eme B 1991 romy Huzaepnaniackas KOMIAHUS 3aperucTpupoBalia OpeH.I
"WECA", uto 0603Hauano cioBocoueranue "Wireless Fidelity", koTopslit mepeBoautcs
Kak "OecrpoBOIHAs TOUHOCTH'".

Jlo Hamero BpeMeHH Aomuia Apyras ad0peBHaTypa, KOTOpas SBISETCS TaKOW JKe
TexHoJioruen. 1o abbpesuarypa "Wi-Fi". Takoe Ha3BaHue ObLJIO JaHO C HAMEKOM Ha
CTaHIApT BBICIICH 3BYKOBOW TexHMKU Hi-Fi, 4To B mepeBoime o3HavaeT "BBICOKas
TOYHOCTB".

Ha, OecnnaTHBIA WHTEPHET-AOCTYN B Kade, OTENsIX M a’poropTax SIBISETCS
OTJIMYHOW BO3MOXXHOCTHIO BBIXOJa B MHTEpHET. HO MHOTHE SKCHEpThl CUUTAIOT, YTO
obmenoctynubie Wi-Fi cetu He SIBISIOTCS O€30MTaCHBIMH.

CoBeTbl 10 0€30MaCHOCTH PA0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenanaii cBoro auunyto uHbopmaiuio yepe3 odmenocrynusie Wi-Fi certu.
Pabotas B HUX, JKeJaTeIbHO HE BBOJUTH NMAPOJIHU JAOCTYyTA, IOTUHBI U KaKHEe-TO HOMEPA;

2. Ucnionp3yi u 0OHOBISI aHTUBUPYCHBIE ITPOrpaMMbl U Opanamayep. Tem caMbiM
ThI 00€30Macullb ce0sl OT 3aKauKHU BUpPyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonws3oBanun Wi-Fi otkmoun @ynkuuio "OOmuil goctyn K (aitinam u
npuntepam". JlaHHasg QYHKUMS 3aKphiTa [0 YMOJIYAHUIO, OJIHAKO HEKOTOpbIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCTIOJIb30BaHus B paboTe uin y4eoe;

4. He ucnone3yéi nyonuunsiii WI-FI nns nmepenaun nTUYHBIX aHHBIX, HAIIPUMED
JUISL BBIXOJIa B COLMAJIBHBIE CETU WIIN B JIEKTPOHHYIO MTOYTY;

5. Ucnonb3yit TosibKO 3amuiineHHoe coequnenue uyepe3 HTTPS, a ne HTTP, T.e.
pu Habope BeO-azpeca BBOAM UMEHHO "https://";

6. B wmoOunbHOM Tenedone otkiaroun ¢yHknutoo "TloakmoueHune k  Wi-Fi
aproMarnuecku'. He momyckail aBTOMaTHYECKOrO MOJKIIIOUEHUSI YCTPOUCTBA K CETSAM
Wi-Fi 6e3 TBoero cormnacusl.

ConnajbHble CeTH

CounasibHble CETH aKTUBHO BXOJSAT B HAIlly KU3Hb, MHOTHE JIIOJIU paOOTalOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MUILIHAP] Y€IOBEK, YTO
SIBJISIETCS. OJHOM CeIbMOM BcCeX JKUTeleH IulaHeThl. MHOTHE II0Jb30BaTEIM  HE
MMOHMMAIOT, 4YTO MHGOpPMAIKs, pa3MelIecHHAas UMHU B COITMAIBHBIX CETSIX, MOXKET OBITh
HalJleHa W MCIOJIb30BaHAa KEM YTrOJHO, B TOM YHCIIE HE 0053aTelbHO C OJlarumMu
HAMEPEHUSAMU.

OcHOBHBIE COBETHI 0 O€30IIaCHOCTH B COMAJIBHBIX CCTAX:



1. Orpannub cnucok apy3ei. Y 1e0s B Apy3biX HE JNOJDKHO OBITh CIyYallHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amumiail cCBOIO YacTHYIO XM3Hb. He ykaseiBail maposm, TenedoHBI, aapeca,
JaTy TBOETO POXKIACHUS U JPYTYIO JIMUHYIO MH(POPMAIMIO. 3TOYMBIIUICHHUKA MOTYT
UCIIOJIb30BaTh Jake WHGOPMAIMI0O O TOM, KaK Thl U TBOM POAMUTENN IUIAHUPYETE
MPOBECTH KAHUKYJIBL;

3. 3ammimail CBOIO PEIyTaIvio - JEpKH €€ B YHCTOTE W 3a/aaBail cebe BOImpoc:
XO0TeJ OBl ThI, UTOOBI JIPyTHe€ MOJB30BATENId BUIEIH, YTO ThI 3arpyxkaeub? [lomymai,
MPEXJIe YEM UTO-TO OMyOJIMKOBATH, HANIMCATD U 3arPy3UTh;

4. Ecnu TBI TOBOpHIIb C JIOJBMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIb3YyH CBOE
peanibHOE UMS U APYTYIO JUUHYI0 HH(OPMALIUU: UM, MECTO JKUTEIbCTBA, MECTO yUEObI
U IIpOYeEe;

5. U3z0beraii pasmemienusi ¢ororpaduit B MHTEepHeTe, Tlie Thl H300paKEH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. Ilpu perucTtpanuu B COIMAIBLHON CETHU HEOOXOAUMO HCIOJIL30BaTh CIIOKHBIC
MapoJIu, COCTOSIINE U3 OYKB U UG U C KOJIUYECTBOM 3HAKOB HE MEHEe §;

7. JIns conumanbHOW CETH, MOYTHl M JAPYTUX CAaWTOB HEOOXOAMMO HMCIOJIb30BaTh
pasHble nmapoiu. Toraa eciu TeOsl B3IOMAIOT, TO 3JI0YMBIIUIEHHUKHA MOJy4YaT JOCTYI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE ICHbI' U

DJIEKTPOHHBIE JEHBIM - O3TO OYEHb YAOOHBIM CIOCOO TUIATEXEH, OHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIC XOTAT MOTYYUTh 3TH JICHBTH.

SHGKTpOHHBIe AJCHBI'M IIOABHUJINCH COBCEM HCOABHO M HMCHHO H3-3a 3TOI'O BO
MHOTHUX IrocyaapCTBax A0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHU (PYHKIIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TIe UX
pa3nensoT Ha HECKOJIBKO BUOB - aHOHMMHBIC W HE aHOHUMHBIC. Pa3HuIa B TOM, 4TO
AaHOHMMHBIC - O3TO T, B KOTOPBIX pa3pelraeTcs IMPOBOJUTH omepanuu 0e3
UJACHTU(GUKAIIMKM TI0JIb30BaTEII, a B HEAHOHWMHBIX HICHTU(UKAIUSA ITOJTH30BATEISA
SBJISIETCS 00S3aTEILHOM.

Taxxke cienyer pasnuyarb  JJEKTPOHHbIE  (UaTHbIE  JACHBIU  (paBHbBI
rOCyAapCTBEHHBIM BaJIOTaM) U DJJIEKTPOHHbIE He(pUATHbIE [JEHbIM (HE paBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOIN padOTe C AIEKTPOHHBIMU J€HbIAMU:

1. IlpuBsiku K c4eTy MOOHWJIBHBIN TenedoH. DTO camblii YIOOHBIM U OBICTPHIN
crocod BOCCTAaHOBHUTH JOCTym K cueTy. [lpuBsizaHHBIi TenepoH TOMOXKET, eciu



3a0yielib CBOM IJIATEKHbIN NAapOJIb WIH 3aiA€IIb Ha CaliT C HE3HAKOMOI'0 YCTPOKCTBA;

2. Hcnome3yin opHopa3zoBeie mnaposu. Ilocne mnepexoga Ha  yCHIICHHYIO
aBTOpHU3allMi0O Tebe yxke He OyneT Yrpoxkarb ONAacHOCTh KpakH WJIM IepexBara
IJIATEXKHOTO MApOJIs;

3. Beibepu crnoxxabiid mapob. [IpecTymHukam OyaeT He MPOCTO yralaTh CIOXKHBIHA
napoiib. HajexxHble maponu - 3TO Mapoju, KOTOpbIE COIepk aT HE MEHee 8 3HAKOB U
BKJIIOYAIOT B ce€0s CTPOYHBIC U MPOMUCHBIE OYKBBI, HU(PPHI U HECKOJIBKO CHUMBOJIOB,
TaKkWe Kak 3HaK JoJuiapa, pyHTa, BOCKIUIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOM CBOM JTUYHBIC JaHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSCIIIb.
DJIEKTPOHHAS MOYTA

DJIEKTpOHHAs Mo4YTa - 3TO TEXHOJIOTUS M MPEAOCTAaBIIEMBIE €10 YCIYyTH IO
MEPEChUIKE U TOJYYECHHIO 3JIEKTPOHHBIX COOOIICHUM, KOTOPHIE paCHpeNestoTCs B
KOMIBIOTEpHOU ceTH. OOBIUHO AJIEKTPOHHBIA MOYTOBBIN SAIIUK BBHIMISAUT CIACAYHOITUM
00pa3oM: UMs_TMoJIb30BaTeNA(@uMsl_JIoMeHa. Takxke kpoMme nepeaadyu IpoCcToro TEKCTa,
HMMEETCSl BOBMOXKHOCTD Mepe1aBaTh (pailibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTE C JIIEKTPOHHOM MOUTOM:

1. Hago BeIOpaTh mpaBWIbHBIN MOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE TIOBEPSATH TEM, KOTO 3HACIIb U
KTO NEPBBI B PEUTHHTE;

2. He ykaspiBali B JMYHOM mMouTe JUYHYIO uHopmaruio. Hampumep, myudine
BbIOpaTh "My3bIKaIbHBIN _(panat@" umum "pok2013" BmecTo "Temal3";

3. Ucnonb3yit ABYXAITAlHYH aBTOPH3AIMI0. JTO KOTJa MOMHUMO MapoJisi HY»KHO
BBOJUTH KOJ, NPUChUIaEMbI 0 SMS;

4. BoiOepu clI0KHBIN 1Tapostb. JIJIsl KaKI0T0 TTOYTOBOTO SITHUKA JOJDKCH OBITH CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOKHOCTH HAIIUCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH
3Ty BO3MOXHOCTB;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIIMKOB. [1epBblid 711 YaCTHON MEPENUCKH C
azpecatamMu, KOTOPBIM Thl IOBEPSICIIb. DTO JIEKTPOHHBIN aJpec HE HAJO0 MCMOJIb30BaTh
IIpU perucTpanuu Ha Gopymax U caiTax;

7. He oTkpbIiBaii (haliibel ¥ ApyTrue BIOKEHUS B MHUChMaX, JTaKe €CIIM OHU MPUIILIH
OT TBOMX JIpy3ei. JIydille yTouHu y HUX, OTIPABIISIN JIM OHU TeOe 3TU (Paiiibl;

8. [locne okoH4YaHUs1 padOTHI HA TOYTOBOM CEPBUCE MEPE]] 3aKPHITUEM BKJIAJIKU C
caiiToM He 3a0yJlb Ha)KaTh Ha "BeritTu".



Ku0epOy/sIMHI WM BUPTYaJbHOE U3/1€BaTeIbCTBO

KubepOymumuHr - mpeciieloBaHUE COOOIICHUSIMH, COJEPKAIIUMH OCKOPOJIEHUS,
arpeccuio, 3amyrMBaHHe; XYJIHTaHCTBO; COIMajIbHOE OOWKOTMPOBAHUE C TOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pHOE ¢ KHOEPOYITUHIOM:

1. He 6pocaiicst B 60ii. JIyuiuii crioco0: mocoBeTOBaThCA Kak ce0sl BECTH U, €CIIU
HET TOTO, K KOMY MOXXHO OOpaTHUThCS, TO BHadalle yCIOKOUTHhCS. Eciaum Thl HayHENIb
OTBEeUaTh OCKOPOJICHUSIMHU Ha OCKOPOJEHHS, TO TOJBKO eImie OOJBINEe Pa30XKellb
KOH(JIMKT;

2. Ynpapnsii cBoel kubeppernyTauuei;

3. AHOHUMHOCTbH B ceT MHHMas. CylecTBYIOT CIOCOOBI BBIICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM,;

4. He crouT BecTHM XYJIUTaHCKUWA o00pa3 BHUPTyaldbHOW >Ku3HU. WHTEpHET
¢ukcupyeT Bce TBOM [JEHCTBUSI M COXpaHSIeT HUX. YJanuTh UX OylneT KpaiHe
3aTPYAHUTEIIBHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyi#t enuHnuHbli HeratuB. OIHOPA30BbIE OCKOPOUTENBHBIE COOOIICHUS
Jy4iie UrHopupoBath. OOBIUHO arpeccus mpeKpamiaeTcs Ha Ha4aabHOM CTalluu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIECHUSIMHU, B
COIIMAIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKUPOBKHM OTIPABKHA COOOIICHUH C
ONIPE/ICIICHHBIX aJIPECOB;

8. Ecnmu Tbl cBuperens kuOepOyinmuHra. TBou JEHCTBUS: BBICTYNUTH HPOTUB
npeciieloBaTensi, MOKa3aTb €My, 4YTO €ro JEHCTBUSA OLEHHWBAKOTCS HETaTHBHO,
NOJIIepKaTh KEPTBY, KOTOPOU HY>KHA MCUXOJIOTHUECKast TIOMOILb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCUBHOTO MOBEJICHUS B CETH.

MooOuiabHbId TesedoH

CoBpemenHble cMapThOHBI U TUIAHIIETHI COJEpKaT B ceOe BIOJHE B3POCIbIN
GbyHKIIMOHAN, M TeNeph OHM MOTYT KOHKYpHpPOBaTh CO  CTallUOHAPHBIMU
KoMmmbioTepamMu. OJIHaKO, CPEACTB 3alllUTHl JJII MOJOOHBIX YCTPOWCTB IMOKa OYEHBb
MaJio. TecTUpOBaHME U TTOUCK YSI3BUMOCTEW B HUX MPOUCXOJUT HE TAK MHTEHCUBHO, KaK
st TTK, 1o ke camoe kacaeTcss 1 MOOMITBHBIX TTPHIIOKCHHM.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MPaKTUYECKU AOTHAIM HACTOJIbHbBIE
aHaJIOTH, OJHAKO pacliupeHne (QyHKIMOHAa BIEYET 32 CO0O0M OOMIBIIYIO CIIOKHOCTh U
MEHBIIIYIO 3alUIIEHHOCTbD.



I[aneKo HC BCC IIPOU3BOAUTCIIA BbIITYCKAIOT O6HOBJ'ICHI/I$I, 3aKpbIBAONIUEC
KPUTHYCCKHUC YA3BUMOCTHU HJISI CBOHUX YCTPOﬁCTB.

OCHOBHBIEC COBETHI JJIs1 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

Huuero He sBisieTcss mo-HacTosuieMy OecriaTHeIM. bysib 0OcTOpOKeH, BeAb KOraa
Tebe mpeyiaraloT OecIIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIATHBIC
YCIIyTH;

Hymaii, npexae yem oTnpaButh SMS, ¢oto unu Buaeo. Tol TOUHO 3HAEIIb, THAC
OHU OyJyT B KOHEYHOM UTOre?

Heobxoaumo 0OHOBIIATH OMEPAIIMOHHYIO CHCTEMY TBOETO cMapTdhOHa;
Wcnonb3yit aHTHBHPYCHBIE IIPOTPaMMBbI I MOOMJIBLHBIX TeJIe()OHOB;

He 3arpyxaii TpuIOKEHUS OT HEHM3BECTHOTO WCTOYHHKA, BEAb OHU MOTYT
COJIepKaTh BPEIIOHOCHOE MPOTPAMMHOE 00ECTICUCHHE;

[Tocne Toro Kaxk Thl BBIMIEIIB C CaliTa, TJI€ BBOJWJI JIMUYHYIO HH(OpMAIUIO, 3211 B
HacTpoiiku Opay3epa u yaaiu cookies;

[leproauueckn TpoOBEpsii, KaKWe IUTATHBIC YCIYyTd AaKTUBUPOBAaHBI HA TBOEM
HOMEPE;

JlaBaii cBOi HOMEP MOOUIILHOTO TeNe(hoHa TOIBKO JIIOSIM, KOTOPBIX Thl 3HACIIH U
KOMY JI0BEPSCIIb;

Bluetooth nomken ObITH BBIKIIIOUEH, KOTJa Thl UM HE ToJib3yelibes. He 3a0biBait
WHOTJIa TIPOBEPATH ITO.

Online urpsbi

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOYHBIC, 3aXBATHIBAIOIINE pPa3BICUCHUS,
00BEIMHSIONINE COTHU THICSAY YEJIOBEK M0 BceMy MUpPY. IrpoKu UCCIeayroT TaHHBIA UM
MUp, OOIIAIOTCS JIPYr C APYTOM, BBIMOJTHSIOT 3a/laHUs, CPAKAIOTCS C MOHCTpaMHU M
MOJIYYalOT OMBIT. 3a YIOBOJBCTBHE OHU TIUIATAT: TOKYMAIOT JIUCK, OTUIAYUBAIOT
a0OHEMEHT WJIU PUOOPETAIOT KAKHE-TO OTIIHH.

Bce aTu cpenctBa MayT Ha MOAJEPAKAHWE M PA3BUTUE WUIPhI, a TaKXKE Ha caMmy
0€30MacHOCTh: COBEPIIICHCTBYIOTCSI CHCTEMBI aBTOPHU3AIIH, BBITYCKAIOTCS HOBBIE TTATYH
(¢ poBbIe 3aIIATKY JIJIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX Urpax CTOHT OIlIaCaTbCia HC CTOJIBKO CBOHUX COIICPHHKOB, CKOJIBKO
KpaxXu TBOCT'O I1apOJIiad, Ha KOTOPOM OCHOBAaHA4 CUCTEMA aBTOPHU3aAllNU OOJIBLIIIMHCTBA Hurp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKayHTa:

1. Eciiu apyroit urpok BeAeT ce0si MIOXO WM CO3AaeT TeOe HENpPUSTHOCTH,



3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiics aAMAHUCTpPATOpaM WIPbl HA IUIOXO€ MOBEICHHUE 3TOT0 WIPOKAa,
JKEJIATENbHO MTPUIIOKUTh KaKUe-TO JI0KA3aTeNbCTBA B BUJE CKPUHOB;

3. He yka3sbiBaii muuHy10 HHGOpMAIUIO B podaiiie Urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBiuBait HeopuiimaabHbIe MTaTYH U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [IoKa Thl urpaeib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

DOUIIHHT WA Kpaika JINYHBLIX JaHHbIX

OOBIYHON Kpaxkell JEHEer W JOKYMEHTOB CETOJHs YK€ HHUKOTO HE YAUBHUIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTUN 3J0YMBIIUICHHUKU IIEPEMECTUINCh B MHTEPHET, U
MIPOJIOIKAIOT 3aHUMATHCS " TFOOUMBIM'" JCIIOM.

Tak mosiBUIacCh HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WIIM (DUIIMHT, TJaBHAsS
1[eJb KOTOPOTO COCTOMUT B TOJIYYCHUH KOH(PHUIACHIIMAIBHBIX JAHHBIX MOJIb30BATENICH -
JOTUHOB U maposiel. Ha anrnuiickoM s3eike phishing uynutaercs kak ¢ummHr (0T fishing
- ppIOHast TOBJIs, password - maposb).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenau 3a cBOMM akkayHTOM. Eciid Tbl mojo3peBaelib, YTO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKHPOBATh €€ M COOOIIUTh aJMUHUCTPATOpPaM pecypca
00 3TOM Kak MOYKHO CKOpee;

2. Wcnonw3yit Oe3omnacHble BeO-CaliThl, B TOM YHCJIC, WUHTEPHET-MAara3uHoB U
TTOUCKOBBIX CUCTEM;

3. Ucnionw3y# CIIOXKHBIE U pa3Hble Mapoau. TakuM oOpa3oM, eciii Te0si B3JIIOMAIOT,
TO 3JI0YMBIIIJIEHHUKH TOTy4YaT JOCTYI TOJBKO K OJTHOMY TBOEMY MPO(UITIO B CETH, a HE
KO BCEM;

4. Ecnu Te0s B3710Malii, TO HEOOXOAUMO MPEeayNpeluTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T0OABICHBI Y T€OS B JAPY3bIX, O TOM, UYTO Te€OS B3JIIOMAJIH U, BO3MOXHO, OT
TBOETO UMEHHM OyJIeT PacChUIaThCA CIIaM U CCHUIKU Ha (DPUIITMHTOBBIE CANTHI;

5. YcranoBu HagexHbli napoas (PIN) Ha MoOOMIBbHBIN TenedoH;
6. OTKII04YM cOXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpbiBaiil aitibl U Apyrue BIOKEHHUS B MHUChbMaXx, Ja)k€ €CJIM OHM MPHUIILIN
OT TBOMX Apy3el. Jlydlie yTouHu y HUX, OTIIPABIISUIN JIU OHU Te0e 3TU (hailibl.



Mudposas penyramus

[Mudposas pernyrarusi - 370 HEraTUBHAS WX MO3UTHBHAS MH(OpMaIUsi B CETU O
tebe. Kommpomerupyromass unHdopMmaius, pa3MenieHHass B HMHTEPHETE, MOXKET
CEPBhE3HBIM 00Pa30M OTPA3UTHCS Ha TBOeH peanbHOM ku3HU. "Lludposas penyramus" -
9TO TBOM UMUK, KOTOPBIN hopmupyercs u3 uHpopmManuu o Te0e B UHTEPHETE.

TBoe mecTo KHUTCJIBCTBA, yLI€6I>I, TBOC (I)I/IHaHCOBOEE ITOJIOKCHHC, 0COOCHHOCTH
XapaKTCpa U paCcCKa3hbl O OJM3KHUX - BCE 9TO HAKAIJINBACTCS B CETH.

MHorue TOAPOCTKH JIETKOMBICICHHO OTHOCATCA K IyOJUKAalUKd JIWIHON
uHpopmanuu B MHTepHeTe, HE NMOHMMAas BO3MOXHBIX MocieAcTBUM. Thl gaxke He
CMOXeIIb JIorafaThCsi O TOM, 4To (QoTorpadus, pa3MelleHHas 5 JieT Hazajl, craja
IPUYUHON OTKAa3a MPUHATH T€OS Ha padoTy.

KommenTapuu, pa3zmerienue tBoux (oTtorpaduil U apyrue OEHCTBUS MOTYT HE
UCYE3HYTh JaXXe MOCJEe TOT0, KaK Thl MX YAQJIUIIb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty
uH(popMaIMIo, MoMaja JIi OHAa B INOHMCKOBBIE CHUCTEMBl M COXpaHWJIAch JIM OHA, a
IJIABHOE: YTO MOAYMAlOT O TeOe OKpYXKaroIIMe JIIOIU, KOTOPbIE HAUAYT U YBUIAT 3TO.
HaiiTn nHoOpMannio MHOTO JIET CIIYCTS CMOKET JI000M - KaK U3 100pbIX NOOYKICHUH,
TaK U C HAMEPEHUEM TPUUUHUTH BPE. ITO MOXKET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI 10 3aIUTe NU(PPOBOI peryTauu:

1. [Togymaii, mpexie ueM 4yTo-To MyOJIMKOBaTh U MepeaaBaTh y ce0s B OJore uim B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npoduiis ycTaHOBH OTpaHUYSHUS] Ha TPOCMOTP TBOETO MPOhHUIIs
Y €T0 COAEPKUMOr0, CAEIAN €ro TOJNIbKO "11s apy3eit”;

3. He pasmemaii u He yka3bpiBail uHOOpMAIMIO, KOTOpash MOXET KOTO-JTH00
OCKOPOJISITH MM OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE MIKOJIbHUKU - aKTUBHBIC MOJIB30BATENU LIU(PPOBOTO MPOCTPAHCTBA.
OnHako JajleKo He BCE 3HAIOT, YTO MOJIb30BaHNE MHOTUMH BO3MOKHOCTSIMH LIU(POBOTO
Mupa TpeOyeT coOII0ICHUS MPaB Ha MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTD.

TepmuH "UHTENIEKTyalIbHAsi COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOTO0 yMa, HauyMHas C HOBBIX H300pEeTEHUH M 3HAKOB, O003HAYAIOIINX
COOCTBEHHOCTh Ha TPOAYKTHI W YCIyTH, U 3aKaHYWBas KHUTamH, Qortorpadusmu,
KUHO(QUIBMAMH U MY3bIKAJIbHBIMU MPOU3BEICHUSIMH.

ABTOpCKHME TMpaBa - 3TO I[paBa Ha HWHTEJUIEKTyaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAyKM, JINTEPATypbl U HCKYCCTBA. ABTOPCKME IIpaBa BBICTYIIAIOT B
KayeCTBE TapaHTUU TOTO, YTO WHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HE OyAeT



HarpacCHbIM, JaCT €My CIIPaBCAJIMBBIC BO3ZMOKHOCTHU 33p360TaTb Ha pe3yJibTaTax CBOCTO
Tpyda, IIOJIYYUTb U3BCCTHOCTH U IIPU3HAHUC. Huxkro Oe3 Pa3pCUICHUA aBTOpa HC MOXKCT
BOCIIPOHU3BOAUTL €T0 IIPOU3BCACHHUC, PACIIPOCTPAHATD, HY6J'II/I‘IHO ACMOHCTPUPOBATD,
npoaaBarTs, HUMIIOPTHUPOBATD, ITyCKaTb B IIpOKar, HY6JII/ILIHO HUCIIOJIHATD,
ITOKAa3bIBaTh/UCIIOJIHATH B a@ﬂpe HJIA pasMCIaThb B I/IHTCpHeTe.

Hcnonp3oBanue "MUPaTCKOTO" MPOTPaMMHOIO OOECTIEYEHUS] MOKET MPHUBECTH K
MHOTMM pHCKaM: OT HOTEpPH JaHHBIX K TBOUM aKKayHTaM 10 OJIOKUPOBKH TBOETO
yCTpOKCTBA, I'/Ie yCTAaHOBJICHA HeleralbHas nmporpamma. He cTOUT Takke 3a0bIBaTh, 4TO
CYIIECTBYIOT JIeTalbHbIE U OECIUIaTHBIE POTPAMMBI, KOTOPBIE MOKHO HAlTH B CETH.

O nopraJe

CeteBuuOK.p - TBOU TJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HaThb O
0€30MacHOCTH B CETHU TOHSATHBIM M JOCTYHHBIM SI3bIKOM, a TMPU BO3HUKHOBEHUU
KPUTHYECKON CUTyallud OOpaTUTBCS 3a COBETOM. A TakXke MPUHITh ydacTHE B
KOHKYpCaxX U CTaTh CaMbIM ITU(DPOBBIM IpakIaHUHOM !



